to address the impact of digital devices on privacy rights. 7 Until any responsible legislative action occurs, this Article asserts that courts should recognize that employees do reasonably expect privacy in email communications, especially those made to their attorneys. This expectation of privacy does not change even if the employer has provided the digital device used or the employer clearly has access to review the communications on that device.
Attorney-client-privilege law offers a modern lens through which one can analyze employee expectations in digital communications. 8 When an attorney becomes involved in the investigation of a legal matter, ethical rules guide the attorney's conduct in deciding whether to use inadvertently discovered electronic communications.
9 If an employee chooses to communicate with the employee's lawyer through a work computer, the question arises as to whether that communication remains protected by the attorney-client privilege or whether the privilege has been waived because the employee used a device the employer can access to review those communications. 10 When an attorney receives an welcome the diminution of privacy that new technology entails, they may eventually reconcile themselves to this development as inevitable.").
7.
Id. at 962-63 ("Concern about the new intrusions on privacy may spur the enactment of legislation to protect against these intrusions" similar to what occurred "with respect to wiretapping," a subject to which "Congress did not leave it to the courts" but "promptly enacted a comprehensive statute."). 
9.
Se Liouise L Hill, Emerging Arizona Opinion "oflrs a sold framework for, avycrs and law firms seekig advice regardirg their ethical responsibilities in this ae" 10. See Hill, supra note 8, at 565 (finding that "jurisdictions are divided about whether employees give up the protection of attorney-client privilege when they use a company-issued computer to send or receive e-mails"); see also Scott v. Beth Israel Med. Ctr. Inc., 847 N.Y.S.2d 436, 438-43 (N.Y. Sup. Ct. 2007) (finding an employee's emails to an attorney were not privileged communications when sent from employer-owned computers where the corporation banned personal use of employer provided devices, the company monitored the use of the employee's computer and email, and the employee was aware of the use and monitoring policies of the company). But see Stengart v. Loving Care Agency, Inc., 973 A.2d 390, 402 (NJ. Super. Ct. App. Div. 2009) (finding that ain employees communications to her attorney on her personal email account were protected by the attorney client privilege even though they were made using the inadvertent disclosure of information and can clearly see that it was not intended to be disclosed because it represents a confidential communication between an opposing party and an attorney, the receiving attorney may have different obligations depending upon the ethical rules in that jurisdiction.
The receiving attorney could certainly ask a court to rule that any attorney-client privilege has been waived under the circumstances.
Neither the law nor ethical rules clearly discourage diving into dumpsters1 to retrieve confidential communications between an opposing party and that party's attorney. If the communications could have been easily protected from disclosure before going in the trash, a court may disregard the dumpster-diving retrieval and find the privilege was waived.
14 The American Bar Association 12. Dumpster-diving, as that term is used in this Article, refers to attempts to obtain private and confidential information clearly not intended to be viewed by others. The term encompasses physically searching trash receptacles as well as electronically searching email files that may be accessible for some reason other than for the purpose of being searched-like being stored on a company-owned computer or server or being accessed through a company-owned computer or server. See 14. Suburban Sei 'N Sweep, 91 F.R.D. at 260 ("The likelihood that third parties will have the interest, ingenuity, perseverance and stamina, as well as risk possible criminal and civil sanctions, to search through mounds of garbage in hopes of finding privileged communications, and that they will then be successful, is not sufficiently great to deter open attorney-client communication.... [I]f the client or attorney fear such disclosure, [the disclosure] may be prevented by destroying the documents or rendering them unintelligible before placing them in a (ABA) Model Rules of Professional Conduct (Model Rules) and ABA ethics opinions also do not clearly prohibit an attorney from dumpster-diving for written or electronic communications. Nor do the Model Rules require that an attorney wait to have a court rule that any privilege attached to the communications has been waived before using the communications. 16 Further, the ethics rules appear more concerned with defining responsibilities when information has been inadvertently disclosed rather than when an employer goes trawling through the garbage or emails of an employee in an attempt to find private and privileged communications. 8 Accordingly, when an employee accesses his own private email service and makes privileged communications, it does not appear to be an inadvertent disclosure when an employer later accesses those communications by examining an employerprovided device.19 When employers search an employee's computer and find attorney-client privileged or other private communications made by employees, trash dumpster."). But see Mendenhall v. Barber-Greene Co., 531 F. Supp. 951, 955 n.8 (N.D. Ill. 1982) (suggesting the question ofwhether privilege has been waived should focus on the motives of the party whose information was retrieved to determine whether the information was intended to be disclosed-a position contrary to the holding in Suburban Sew 'N Sweep). the law should apply the understanding that employees still expect that these communications, whether to their attorneys or others, will not be divulged. This approach faces the realities of the modern, digital workplace by recognizing that these communications are private and intended to be kept confidential, even if it is possible for an employer's forensics expert to later retrieve the information.20
Although employees may know, or should know, that people can easily listen to their cell phone conversations or hack into their computers to retrieve private communications that go over wireless networks, employees still expect that those communications will remain private and protected when made to their attorneys or to others. To some extent, ethical opinions describing the scope of the attorney-client privilege initially agreed with that privacy expectation.21 Even if employers extract information embedded in digital devices provided to their employees and find communications to attorneys, that extraction and its potential use does not change the employees' intent or expectation that those communications will be kept private and confidential. With this understanding, the analysis can focus on whether there was a reasonable basis for the intrusion, instead of encouraging a form of electronic dumpster-diving.
In Part II, this Article examines the current workplace use of digital communication devices, how those devices have blurred the distinction between work-related and private communications, and what employees reasonably expect regarding the privacy of their non-work-related communications. Part III examines the current status of workplace privacy protections for employees when they use employer-provided equipment, given the current expansion of technological advances. Part IV explores the analysis that has developed regarding attorney-client privilege when employers discover employee communications with attorneys on employer-provided mobile devices.
Part V of this Article asserts that ongoing issues regarding attorney-client privilege provide an overall framework for the courts, legislatures, and attorney ethics committees to accept a new paradigm where it should be assumed that employees have a reasonable expectation of privacy in their personal and private communications found on employer-provided equipment. This new paradigm shifts the focus of workplace privacy claims away from whether the employee had an expectation of privacy and moves toward answering the more important 20. One might consider it unusual for employers to hire computer forensics experts to look through employee communications on employer-provided devices as part of litigation, but the number of cases involving these actions appears to be increasing. question of whether the employer's intrusion upon that private information was reasonable. Part VI concludes that courts, legislatures, and attorney ethics committees must presume that employees can have expectations of privacy in certain communications made on employer-provided devices and that employer policies on the use of such devices only help explain the reasonableness of any intrusion upon employee privacy. This result reflects the existing realities in worker electronic privacy cases in that it emphasizes whether it was necessary and reasonable for the employer to access and use the private information in a particular case, rather than assuming an employee had no expectation of privacy or consented to waive that expectation of privacy because of an employer's policy. 24. Herbert, supra note 2, at 50; see also Zielinski, supra note 5, at 71 (citing EnterpriseGrade, supra note 5) (supporting the proposition that many companies have begun to allow employees to use their personal equipment in the workplace).
EMPLOYEE PRIVACY REALITIES
25. Herbert, supra note 2, at 50; see also Riedy et al., supra note 2. at 3 (providing examples that show how employers can maximize employee productivity without restricting work hours or work location); Zielinski, supra note 5, at 71 (stating that offering choices in work technology can " [b] oost productivity and satisfaction levels of most employee generations").
Nevertheless, the merger of work and personal digital communication devices has not shifted employees' reasonable expectations that their personal communications will remain private.26
Despite employees' expectation of privacy, the nature of electronic monitoring of employees has become pervasive. A 2001 American Management Association (AMA) study found that 77.7% of employers technologically monitor their employees' emails, phone calls, and computer files. Similarly, a 2007 AMA study found that "66% of employers monitor Internet connections," 12% of employers monitor blogs, "10% monitor social networking sites," and 8% use global positioning systems (GPS) to monitor company vehicles.2 8 Another study indicates that "of those employees 'who regularly use e-mail or Internet access at work,' fourteen million 'are under continuous surveillance."' 29 Moreover, yet another commentator, referring to a 2005 AMA study, noted that 76% of employers are monitoring their employees' web activity. 30 The Internet has played a major role in how we all view issues pertaining to electronic communication, including the expectation of privacy. expansive growth of the information superhighway, employers and employees have to navigate electronic information issues in the increasingly digital workplace. In particular, with the pervasive use of laptops, personal digital assistants (PDAs), pagers, cellular phones, and other mobile devices, an increasing number of employers are requiring that their employees become electronically connected beyond just a normal nine-to-five work day.
Also, communications via mobile electronic devices have spread with the proliferation of "[s]ocial networking [w]eb sites allow[ing] registered users to upload profiles, post comments, join 'networks,' and add 'friends"' which gives "users the opportunity to form 'links' between each other, based on friendships, hobbies, personal interests, and business sector or academic affiliations." As the increasing mandate to be electronically available places more working demands on employees, this availability requirement also creates concerns about whether employees have any reasonable expectation of privacy in the ESI on mobile devices provided by employers. Furthermore, as the nineto-five culture of communicating about and performing work matters solely at the office and limiting private and non-work-related communications to places and times outside the workplace erodes tinder the weight of the broad use of mobile digital devices, any assumptions about an employee's expectation of privacy must also be reevaluated in light of the technological changes.3 4 Accordingly, the ability to protect employee expectations of privacy, when dealing with merged work and non-work communications, must address the new realities of the mobile, digital workplace.
LEGAL EXPECTATIONS OF PRIVACY IN EMPLOYER-PROVIDED DEVICES
In addressing the new realities of the mobile digital workplace, the current legal limitations on employee privacy protections must be explored. The overall history on how the law has allowed employers to diminish employees' expectations of privacy is quite expansive. 43. See Peerce & Shapiro, supra note 32, at 1, 14 (discussing potential liability coincident with the "legal need to review" an employee's material on company computers when involved in "an internal investigation, employment dispute, or civil litigation"). The implementation of an Internet or device-usage policy provides an opportunity for employers to defend against workplace privacy claims more directly. Often, pointing to the language of the Internet or device-usage policy serves as validation for the employer's actions and refutes any other related claims.4 5 However, employees may look to the law as developed under the Fourth Amendment, common law, and statutory law to understand whatever limited privacy protections may exist when the issue involves communications stored on employer-provided devices. 4 
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A. Fourth Amendment Employee Privacy Protections: Ortega and Quon
Although a governmental employer's accessing an employee's EST raises issues of constitutional rights that do not apply directly in the private sector, cases involving public employees may be helpful in understanding workplace matters in the private sector. Specifically, the Court's interpretation of privacy issues involving employees inder the Fourth Amendment 47 has implications for other areas of privacy law. In Ortega, a plurality composed of Justices O'Connor, White, Powell, and Chief Justice Rehnquist found that a two-step inquiry applied to determine whether a public employee had a Fourth Amendment protection based upon a reasonable expectation of privacy in items stored in his workplace desk: (1) a court must consider the "operational realities of the workplace" to assess whether the employee had a legitimate expectation of privacy in his workplace items; and (2) if the employee had a legitimate expectation of privacy in his workplace items, then the focus shifts to whether the "public employer intrusions on the constitutionally protected privacy interests of government employees for noninvestigatory, work-related purposes, as well as for investigations of workrelated misconduct," were "reasonable[] under all the circumstances." 0 On the other hand, in an opinion concurring in the judgment, Justice Scalia rejected the operational realities component of the plurality decision and argued that, as a general principle, public employees have an expectation of privacy in their employer-provided desks; however, "government searches [of those desks] to retrieve work-related materials or to investigate violations of workplace rules" are reasonable intrusions that "do not violate the Fourth Amendment."_51
More recently, the issue of privacy expectations in the workplace-under the Fourth Amendment-arose in City of Ontario v. Quon.52 In Quon. a police officer's employer-provided pager was searched to review text messages. The City of Ontario, California Police Department (OPD) issued pagers to its police officers to improve communications and provide more efficient responses by the police force. The service provider for the pagers was Arch Wireless Operating Company, who, for a set monthly fee, provided a limited number of text characters that could be sent and received each month on each pager. Messages in excess of the character limit would result in additional charges to be paid by the officers to prevent the OPD from having to audit the texts each month to determine if the overage was due to personal text messages.
6 When the OPD first issued the pagers to the police force, the officers were told that text messages on the pagers would be treated like emails and were therefore subject to the OPD's "Computer Usage, Internet and E-mail Policy" (Computer Use Policy). 57 The Computer Use Policy stated that the OPD "reserves the right to monitor and log all network activity including e-mail and Internet use, with or without notice," and that "[u]sers should have no expectation of privacy or confidentiality when using these resources."
Shortly after the pagers were issued, Quon began to regularly acquire overage charges for which he paid the OPD. 9 After some time, the lieutenant in charge of the OPD's contract with Arch Wireless told his Chief that he was "tired of being a bill collector" for the overages.6 0 As a result, the Chief decided that the OPD should determine if the character limit on the text messages was too low for the police officers or if the excessive charges were due to personal 61 messages.
The OPD requested two months of text transcripts from Arch Wireless, which indicated that "many of the messages sent and received on Quon's pager were not work-related, and some were sexually explicit."62 The matter was handed over to OPD's internal affairs department, and the officer in charge of the internal review first pulled out all of the messages that were sent from Quon's pager during his non-working hours so the review could focus on only those messages sent or received while Quon was working. 63 The investigator determined that during one month of transcripts only fifty-seven of the 456 messages sent and received were work-related.64 As a result, Quon was disciplined .
Quon challenged the OPD's disciplinary action in federal court and argued, among other things, that the OPD violated Quon's rights under the Fourth Amendment by searching through his messages on his employer-provided pager.
6 While resolving the privacy issues on other grounds, 70 the Supreme Court in Quon expressed concern about delineating the scope of privacy expectations in digital devices provided by employers:
Before turning to the reasonableness of the search, it is instructive to note the parties' disagreement over whether Quon had a reasonable expectation of privacy. The record does establish that OPD, at the outset, made it clear that pager messages were not considered private. The City's Computer [Use] Policy stated that "[u]sers should have no expectation of privacy or confidentiality when using" City computers.... The Court must proceed with care when considering the whole concept of privacy expectations in communications made on electronic equipment owned by a government employer. The judiciary risks error by elaborating too fully on the Fourth Amendment implications of emerging technology before its role in society has become clear..
It is not so clear that courts at present are on so sure a ground. Prudence counsels caution before the facts in the instant case are used to establish far-reaching premises that define the existence, and extent, of privacy expectations enjoyed by employees when using employer-provided communication devices.
Despite Justice Scalia's objections, the Court in Quon did offer some powerful statements about an employee's reasonable expectation of privacy in employer-provided equipment when Justice Kennedy, in dicta, noted:
Rapid changes in the dynamics of communication and information transmission are evident not just in the technology itself but in what society accepts as proper behavior. As one anici brief notes, many employers expect or at least tolerate personal use of such equipment by employees because it often increases worker efficiency. Another anicus points out that the law is beginning to respond to these developments, as some States have recently passed statutes requiring employers to notify employees when monitoring their electronic communications. At present, it is uncertain how workplace norms, and the law's treatment of them, will evolve.... Cell phone and text message communications are so pervasive that some persons may consider them to be essential means or necessary instruments for self-70. See id. at 2629 33 (deciding that, even if Quon had a reasonable expectation of privacy, the search was reasonable because it was not excessive in scope and was motivated by a legitimate work-related purpose).
71. Id. at 2629 (second alteration in original) (quoting Appendix to Petition for Writ of Certiorari, supra note 58, at 152a, 2009 WL 1155423, at *4). expression, even self-identification. That might strengthen the case for an expectation of privacy.72 Accordingly, Justice Kennedy's comments in Quon provide a key framework to make the case that employees do have reasonable expectations of privacy in employer-provided devices.
However, Justice Kennedy also acknowledged the dilemma the Court faced in Quon when he suggested that employees may have legitimate alternatives to make their communications without using employer-provided devices and that employer policies do play some role in the reasonableness of an employee's expectations:
On the other hand, the ubiquity of those devices has made them generally affordable, so one could counter that employees who need cell phones or similar devices for personal matters can purchase and pay for their own. And employer policies concerning communications will of course shape the reasonable expectations of their employees, especially to the extent that such policies are clearly communicated. A broad holding concerning employees' privacy expectations vis-a-vis employer-provided technological equipment might have implications for future cases that cannot be predicted. It is preferable to dispose of this case on narrower grounds.
In evading the expectation of privacy question and moving to the reasonableness of the employer's intrusions, the Court in Quon decided that the scope of the OPD's search was appropriate because it was an efficient way to determine if the overages were due to work-related messages. 74 The scope was reasonable in that the OPD looked only at two months of text messages-and eliminated all messages sent during Quon's off-duty time-rather than searching the entire period the pagers were in use. 75 Furthermore. Quon was told that the pagers were subject to auditing, and as a member of the police force, he should have suspected the OPD might have an occasional operational need to look at the text messages in an emergency situation."6 The Court clarified that, just because 72. Id at 2629 30 (citations omitted). 73. Id at 2630. Justice Scalia, in his concurring opinion, criticized the Court's "[t]he-tinesthey-are-a-changin" refusal to address the expectation-of-privacy analysis as being a "feeble excuse for disregard of duty." Id at 2635 (Scalia, J., concurring in part and concurring in judgment). Even more, Justice Scalia expressed his indignation about the Court's assertion that it was "agnostic" about the expectation-of-privacy analysis while at the same time offering "a heavy-handed hint," which will result in "bombarding lower courts with arguments about employer policies, how they were communicated, and whether they were authorized, as well as the latest trends in employees' use of electronic media." Id.
74. Although the OPD had a Computer Use Policy in place providing that " [u] sers should have no expectation of privacy or confidentiality when using" the Internet or sending emails on OPD-owned computers and prohibiting "inappropriate, derogatory, obscene, suggestive, defamatory, or harassing language in the e-mail system," 8 the policy made no explicit reference to pagers.
Nevertheless, most employers believe they can safely institute such policies, impose them on employees as a condition of employment, and protect themselves from privacy challenges by asserting that the policies remove or lower any expectation of privacy.
These policies also operate as a form of consent to search the employer-provided electronic equipment by getting the employee to agree ahead of time that the employer owns the equipment and any information on it. 81 The argument is that " Europe's data protection scheme does "not condition protection on an expectation of privacy" and protects even data that is publicly available.
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This
Article asserts that the Court should eventually find that employees, whether public employees covered by the Fourth Amendment or private employees covered by federal, local, and common law privacy protections, do have a reasonable expectation of privacy in electronic information stored on employerprovided mobile devices and that the expectation cannot be waived through employer policies imposed as a condition of employment.
84
B. Tort-Based Employee Privacy Expectations
Employees in the private sector often look to the "Intrusion Upon Seclusion" section of the Restatement (Second) of Torts 85 as a remedy against employer invasion of privacy.
86
This privacy tort developed from the common law. 87 However, the concept of privacy rights probably originated in Judge Thomas Cooley's 1880 treatise expressing the power of the "right to be let alone." (asserting that signed consent to search was coercive and achieved through duress wlhich made it reasonable for a j ury to consider the consent invalid w hen looking at the employer's invasion of the employees privacy). 
See Lothar Determann
93 "Appropriation of Name or Likeness"; 94 "Publicity Given to Private Life"; 9 5 and "Publicity Placing Person in False Light."
96
A classic example and application of the invasion of privacy tort in the employment setting occurred in Smyth v. Pillsbwy Co.97 Therein, an employee who sent an email to his supervisor criticizing his employer was terminated despite being told that his communications would be kept private. 98 The court, while considering various legal concerns, looked at the invasion of privacy tort pursuant to the Restatement (Second) of Torts section 652B, which establishes a claim for invasion of privacy based upon unreasonable intrusion upon the seclusion of an individual. 99 Under that section of the Restatement (Second) of Torts, liability for invasion of privacy can occur when there is an unreasonable intrusion that is substantial and would be offensive to a reasonable person. 10o However, after applying the section 652 provisions for invasion of privacy based upon unreasonable intrusion upon seclusion, the court in Smyth concluded that there is no "reasonable expectation of privacy in e-mail communications ... notwithstanding any assurances that such communications would not be intercepted by management." Specifically, the court noted that when "communications [were] voluntarily made by an employee to his supervisor over the company e-mail system ... apparently utilized by the entire company, any reasonable expectation of privacy was lost." 02 Then, the court found that even if there was a reasonable expectation of privacy, the employer's interception of the employee's email communications could not invade the employee's privacy interests because they could not be considered "a substantial and highly offensive invasion of his privacy." 1o According to the court in Smyth, the employer had a legitimate, work-related interest in "preventing inappropriate and unprofessional comments or even illegal activity over its e-mail system [that] outweighs any privacy interest the employee may have in those comments." 104 One commentator has asserted that the 1996 holding in Smyth was extremely important in limiting the ability of employees to pursue tort-based invasion of privacy claims because the After his termination, McLaren filed an invasion of privacy suit against his employer for "breaking into" his work computer to review files stored in a "personal" folder and then disseminating the information in those files to third parties.
McLaren had restricted access to the folder by creating and using a personal password.'" McLaren's employer, Microsoft, argued: "[t]he common law of Texas does not recognize any right of privacy in the contents of electronic mail systems and storage that are provided to employees by the employer as part of the employment relationship."I 4
The trial court in AIcLaren agreed with the employer and, on appeal, the appellate court explained that Texas does recognize four kinds of torts for invasion of privacy: "(1)
The court also found that because the employer provided the computer to the employee for the purpose of storing work-related items, not personal items, these emails were not the employee's "personal property." ' Also, even though the employee moved and saved his emails to a private folder which was password-protected, the fact that emails traveled over the company's network and were accessible by the employer at some point suggested there had been no reasonable expectation of privacy.
Further, even if the employee had such an expectation, the court found that Microsoft's interception of the communications was not a highly offensive invasion because of the compan 's interest in preventing illegal and unprofessional activity over its email system. 
C. Stored Communications Act
The Stored Communications Act (SCA)120 establishes criminal and civil liability for someone who "intentionally accesses without authorization a facility through which an electronic communication service is provided" or "intentionally exceeds an authorization to access that facility" when the action involves "access to a wire or electronic communication while it is in electronic storage in such system."
The 1 In another case, an employer attempted to circumvent the SCA by asking two employees, who had access to another employee's created web site, to provide the employer their passwords so that the employer would have authorized access to the password-protected web site. ' Other employers have sought to obtain or have required that employees provide passwords to social media web sites.126 But, some states have responded negatively to these acts by see also Searcey, supra note 26, at AI7 (describing how, in the Van Alstvne case, a supervisor obtained access to an employee's private AOL email account, which she sometimes used for business purposes on her employer-provided computer, and the supervisor continued to read her personal email account even after the employee stopped working for the employer).
124. Man 41stvne, 560 F.3d at 209. The case, however, was remanded to the district court to reevaluate the merits in light of the court's ruling that proof of actual damages must be present for Van Alstyne to recover statutory damages. ) (rejecting employer's argument that an employee gave verbal consent to allow the employer to access a password-protected online chat forum. suggesting that the jury could have believed that the employee did not authorize the access and was instead improperly coerced to give up the password, and upholding a jury verdict along with punitive damages for an SCA violation).
making it illegal for employers to demand passwords to electronic sites from employees or applicants. 
D. Computer Fraud and Abuse Act
The Computer Fraud and Abuse Act (CFAA) 130 appears to create criminal liability for an employer who attempts to gain unauthorized access to an employee's personal electronic device and provides for civil liability as well when the unauthorized access causes damages exceeding $5,000. 131 The law was originally designed to respond to juvenile hackers by prohibiting them from attacking the federal government's computers.1
However, the CFAA has also been used to deter industrial espionage efforts related to the hacking of a business computer to obtain trade secrets. 13 Ninth Circuit refused to extend the CFAA-which covers hacking into a computer to obtain unauthorized access to data-to acts involving employee misuse of authorized access to data. 1 While employer-provided devices do not seem to pose a problem of unauthorized access under the CFAA, employers who allow employees to use their personal devices and later attempt to access those devices without, or beyond the scope of, the employee's permission may face CFAA concerns.
IV. ATTORNEY-CLIENT PRIVILEGE: A NEW INDICATOR OF PRIVACY
EXPECTATIONS
On September 13, 2009, a New York Times article identified that there are "thousands of blogs and so many lawyers online," and the "collisions between the freewheeling ways of the Internet and the tight boundaries of legal discourse are inevitable-whether they result in damaged careers or simply raise eyebrows."
1 37 A recent study indicated that "86 percent of lawyers ages 25 to 35 are members of social networks like Facebook, Linkedin and MySpace."1 8 The article also provided a number of recent examples regarding the ethical problems that lawyers have faced when dealing with cyberspace communications. 139 One example was a situation where an attorney who made hostile comments on a blog about a judge he had appeared in front of received sanctions and an ethical reprimand for such communications.140
All of these cyberspace collisions with attorney ethics issues may also provide a window into the realities of employee privacy expectations when dealing with the significant technological growth in electronic communications through the development of various digital devices. Joining concepts of employee privacy and ethics is not new. In 1993, Frank Cavico identified a merger of these issues with respect to the ethics of secretly monitoring 135. Id. at 857. 863 (refusing to "transform the CFAA from an anti-hacking statute into an expansive misappropriation statute").
See GARRY G. MATHIASON ET AL., THE "BRING YOUR OWN DEVICE" TO WORK MOVENWNT: ENGINEERING PRACTIcAL EMPLOYMENT AND LABOR LAW COMPLIANCE SOLUTIONS
13-16 (2012), available at http://wwwlittler.con/files/press/pdfTlieLittlerReport-TheBringYour OwnDeviceToWorkMovement.pdf (describing CFAA concerns for employers when employees are allowed to use their personal electronic devices at work). These ethical challenges, and the actions of the employers and employees involved, help to identify the parameters of employee expectations of privacy and confidentiality. 144 The ( suggesting that courts should adopt a rebuttable presumption of waiver of attomey client privilege to establish "predictability in workplace waiver cases"); Searcey, supra note 26, at A17 (describing cases related to privacy challenges resulting from employer decisions to retrieve employee information from an employer-provided device). scope of these Rules, as is the question of whether the privileged status of a document or electronically stored information has been waived." 1 46 Another comment to Rule 4.4 notes that a lawyer may return inadvertently disclosed information unread, even if the attorney has no legal obligation to do so.
John
One commentator recently noted the implications for attorneys in dealing with inadvertent disclosures under Model Rule 4.4:
Thirty-two states have adopted Model Rule 4.4(b) or a substantially similar provision. Eight states and the District of Columbia have adopted their own professional conduct rules that require receiving counsel to take one or more steps beyond notification. In thirty-nine of these forty-one jurisdictions with a professional conduct rule addressing the issue, the receiving attorney has no obligation unless he or she determines opposing counsel sent the document "inadvertently." In the remaining ten states, no professional conduct rule addresses the recipient's ethical obligations. Regardless of whether a state has or has not adopted an inadvertent disclosure rule, recipients of inadvertent disclosure should research the jurisdiction's ethics opinions and case law that may provide additional authority, conflicting authority, or the only authority regarding counsel's obligations. Finally, attorneys should proceed with caution when practicing in a jurisdiction that has not definitively addressed the issue, as their case may be the one in which the jurisdiction announces its expectations for counsel.
Model Rule 4.4(b) does not clearly prohibit use of an inadvertent
-149 communication prior to a waiver ruling.
However, some jurisdictions have expanded their ethical requirements to find that the attorney must either refrain from reviewing such materials or review them only to the extent required to determine how to proceed appropriately.Iso Upon completing that review, the attorney should notify the adversary's lawyer that such materials are in the possession of the attorney and should either follow instructions of the adversary's lawyer with respect to the disposition of the materials or refrain from using the materials until a definitive resolution as to the proper disposition of the materials is obtained from a court.
A few recent cases, along with recent state 4 Before Stengart's employment with Loving Care ended, she sent several emails to her attorney from her personal Yahoo account on a company-provided laptop in which she complained about how her employer had treated her. ' Stengart never saved her personal email password on the computer and never sent an email to her attorney from the company provided email system.
However, unbeknownst to Stengart, all of her personal emails were saved to the hard drive of the laptop. ' After Stengart tendered her resignation and filed suit, Loving Care emloyed a computer forensic specialist to preserve Stengart's laptop hard drive.
The computer forensic specialist obtained access to the emails in question by reviewing cached web site pages saved on the laptop after Stengart visited those pages to access her private email account. 159 Stengart was unaware that Loving Care had obtained the emails until discovery when Loving Care's attorneys used information from the emails to reply to Stengart's first set of interrogatories.160 Stengart's attorney, asserting attorney-client privilege, sought return of the emails and applied for an order to the appropriate course of action under the particular facts at hand."); see also N.H. RULES OF PROF'L CONDUCT R. 4.4(b) (2010) (requiring the additional duty to not examine documents that the attorney knows were inadvertently sent under the New Hampshire rule as compared to the Model Rule). More recently, Federal Rule of Evidence 502 was enacted as a result of the growth of electronic data and the need to guard against potentially harmful effects if privileged information was inadvertently disclosed though electronic discovery. Klinefelter, supra note 1. at 28-30 (describing events leading to the enactment of Federal Rule of Evidence 502 and how that Rule strikes a balance regarding inadvertent disclosure through electronic discovery by looking at factors such as "whether [the] lawyer [took] reasonable precautions against inadvertent disclosure and whether overall fairness would be better served by waiver or maintenance of the privilege" under the circumstances at issue). The appellate court reversed the trial court and directed Loving Care's attorneys to return the emails and delete any record of them. 162 Loving Care appealed, and the issue before the New Jersey Supreme Court was whether an employee has a reasonable expectation of privacy in emails between her and her attorney when the employee sent the emails from a company-owned laptop but only used the employee's personal, password-protected email account. On appeal to the New Jersey Supreme Court, Loving Care argued that either Stengart had waived any privacy and attorney-client-privilege rights pursuant to Loving Care's computer use policy when she sent the emails while using the company laptop or the privilege had never attached.164 Loving Care's computer use policy: (1) reserved for Loving Care the right to review, intercept, audit, etc., any matters on the "company's media systems and services at any time," (2) declared emails, voicemails, Internet use, etc., would be considered company property, but (3) allowed "occasional personal use." 165 The policy also expressly prohibited certain criminal uses, but the policy failed to disclose that personal emails would be saved on the hard drive. 166 Stengart, in turn, argued that she was not given notice that emails from her personal, password-protected email account would be subject to the policy. 167 The court examined two key issues: (1) "the adequacy of the notice provided by the [p]olicy" and (2) the public policy concern with preserving the attorney-client privilege. 168 The court found the scope of the policy "not entirely clear." 69 First, the policy used general language and failed to define the terms "media systems and services." Also, the policy failed to mention personal email and did not warn the employees that any emails would be saved to the hard drive.
Furthermore, the court noted that it would be unreasonable to assert that merely because a client emailed her attorney from a company computer, the client waived the privilege.172 The court continued its analysis by referring to section 652B of the Restatement (Second) of Torts and to treatment of this issue by other courts.1
After noting that the computer policy did not place Stengart on notice that her employer would retrieve her personal emails, the court examined Stengart's 161. Id actions to protect the communications. 7 4 The court acknowledged that Stengart was careful not to send messages from the company email account and that she never saved her Yahoo password or username on the laptop.1' The court found under these circumstances, where the policy did not place her on notice and she attempted to protect the communications, Stengart could not be held to have waived her privacy rights.'
6 Finally, the New Jersey Supreme Court explained that every email situation does not always warrant privacy protection for employees.
77
Employers can ban personal use, expressly tell employees that personal emails will be logged and reviewed, or discipline employees for inappropriate use of electronic communications consistent with a properly disclosed Internet policy." Therefore, merely asserting ownership of an electronic device and its contents, without more, does not remove employee expectations of privacy. The next month, Holmes told her employer that she was pregnant, the baby would be due the first week of December, she was planning to work up to her due date, and she would be out for six weeks of maternity leave following her pregnancy.1 84 On August 6, 2004, after her employer expressed the need to find and train Holmes's temporary replacement, Holmes notified her employer that she would need her maternity leave to start in mid-November instead of December and would require four months of maternity leave instead of six weeks.
185
Holmes's employer responded shortly thereafter inquiring as to how far along in her pregnancy Holmes reall was when she interviewed for the position and asserted that he felt deceived. 86 
187
The employer asserted that he still wanted to employ Holmes but needed honesty from all employees.
By August 10, 2004, they agreed to move forward.
However, Holmes later became upset when she learned that her employer had forwarded her email to other employees. 190 On the same day she told her employer that they should move forward in "a positive direction," Holmes used her company computer to send emails to an attorney. She resigned the next day, and in September 2005, she filed a lawsuit against the employer.192
As part of her claim for violation of privacy, Holmes asserted that her employer had illegally disseminated her "highly personal" emails to other employees.1 93 Further, Holmes alleged that the emails she sent to her attorney from the company computer were protected under the attorney-client privilege.194 The employer filed a motion for summary judgment asserting that Holmes had failed to state a claim because the emails sent on the company computer were not private.195 The trial court denied the motion, but at trial, a verdict was entered in favor of the employer.196 On appeal, Holmes contended that the trial court erred by: (1) denying her demand for the return of the emails between her and her attorney; (2) permitting the employer to introduce the emails at trial; and (3) "giving a limiting instruction that undermined her [claim] for invasion of privacy.
The appellate court in Holmes referenced the employer's computer policy, which "direct [ed] employees that the company's technology resources should be used only for company business and that employees are prohibited from sending or receiving personal e-mails." 198 Further, the court highlighted that "the handbook warns that '[e]mployees who use the Company's Technology Resources to create or maintain personal information or messages have no right of privacy with respect to that information or message."' 1 99 As a result, the court concluded that Holmes had no expectation of privacy in her emails because the computer policy placed her on notice that the emails could be accessed by the employer. As a final highlight, the court in Holmes used a tantalizing analogy to explain its ruling. The court compared Holmes's use of the company computer to communicate with her attorney through emails as similar to "consulting her attorney in one of defendants' conference rooms, in a loud voice, with the door open. yet unreasonably expecting that the conversation overheard by [her employer] would be privileged."
Pursuant to the same reasoning it used to find that Holmes had no reasonable expectation of privacy, the court rejected Holmes' other related privacy claims, Holmes's jury instruction challenge, and Holmes' request for sanctions. 202
C. Convertino v. United States Department of Justice
In Convertino v. United States Department of Justice,203 the United States District Court for the District of Columbia found that although Jonathan Tukel, an Assistant United States Attorney, had used his employer's computer and his work email in making communications to his private attorney, those email communications were still subject to attorney-client-privilege protection. According to the court, the employee "reasonably expected" that his emails would be confidential because he was unaware of the fact that his employer would be reviewing emails sent from his account.2 05 Moreover, the court found that the employer, the Department of Justice, had a policy of allowing personal use of an employee's email account.2 06 As evident from the different rulings in Stengart, Holmes, and Convertino, case law on the issue of accessing attorneyclient communications stored on employer computers is split. These cases have not yielded a clear rule, and the appropriate analysis appears to depend on the specific facts in each case. 207. Of these cases, the Stengart decision may suggest more of a concern given it involved access by an employer of an employee's private email system as compared to an employee's use of the employer's own email system. See Holmes, 119 Cal. Rptr. 3d at 896 (distinguishing Stengart on the basis that Stengart involved use of a personal, web-based email of an employee, not the use of the employer's own email system).
D. California Ethics Opinion No. 2010-179: 4ttorneys Beware and Protect
Given the concerns about protecting the attorney-client privilege relating to cyberspace communications, it is not surprising that jurisdictions are starting to address this issue through ethics opinions. Unfortunately, the efforts have been aimed at placing more burdens on attorneys to defend against hackers, snoops, scavengers, and electronic dumpster-divers rather than protecting the communications despite offensive efforts to obtain the information. 208 The State Bar of California Committee on Professional Responsibility and Conduct issued Formal Opinion No. 2010-179209 to address an attorney's ethical duties when accessing public wireless networks while using a company-provided computer. The opinion states that attorneys. pursuant to their duty of confidentiality and competence, "should consider the following before using a specific [wireless] technology": (1) "[the attorney's ability to assess the level of security afforded by the technology"; (2) "[w]hether reasonable precautions may be taken when using the technology to increase the level of security"; (3) the limitations on third party access and monitoring; (4) the legal ramifications of a third party accessing information under privacy and wiretap laws; (5) the level of sensitivity of the information involved; (6) the potential level of detriment to the client from inadvertent disclosure through the technology; (7) the urgency of the need to use the technology in question; and (8) whether specific client instructions were violated.210 At a minimum, the California Ethics opinion suggests that lawyers should ensure that they have some type of encryption-protected Wi-Fi if they intend to access confidential client work files while using laptops and other digital devices when at home or in the general public.211
Despite imposing increased expectations on attorneys to protect the confidentiality of cyberspace communications, the opinion also acknowledges the existence of attorney-client privileges even when there is a general understanding that wireless communications may be viewed by outsiders-a position supported by a 1999 ABA ethics opinion.m Nevertheless, this California ethics opinion matches a trend of requiring attorneys to take on more responsibility to protect the confidentiality of cyberspace communications without addressing the realistic expectations of their clients, who desire to communicate via electronic devices.
Therefore, this opinion makes it slightly more difficult for those seeking to expand the privacy rights of employees who use an employer-provided digital device to make and receive what should be confidential and privileged communications over wireless networks.
E. ABA Ethics Opinion 11-459: More Burdens on Attorneys to Protect
Confidentiality ojEinail Communications
In 1999, the ABA Committee on Ethics and Professional Responsibility concluded that sending unencrypted emails via the Internet between an attorney and client did not violate the attorney's ethical duty to maintain client confidentiality.214 On August 4, 2011. the ABA issued two additional formal opinions discussing the ethical responsibilities of attorneys with respect to protecting client confidences when communicating with a client by email215 and when receiving email communications between a third party and their attorney. 216 With the concern that employers may access an employee's email communications, ABA Opinion 11-459 recommends that an attorney "should instruct the employee-client to avoid using a workplace device or system for sensitive or substantive communications, and perhaps for any attorney-client communications, because even seemingly ministerial communications involving matters such as scheduling can have substantive ramifications." 217 ABA Opinion 11-459 takes no position as to the substantive law question of whether electronic communications made through a workplace device to an attorney by an employee can be protected by the attorney-client privilege.218 However, ABA Opinion 11-459 does place the ethical obligation on the employee's attorney to "assume that an employer's internal policy allows for access to the employee's e-mails sent to or from a workplace device or system."219 Additionally, this opinion places an ethical obligation on the attorney representing an employee to "ascertain . . . whether there is a significant risk that the client will use a business e-mail address for personal communications or whether the employee's position entails using an employer's device." 220 ABA Opinion 11-459 not only requires that the attorney counsel the employee-client against using workplace devices and work email to communicate with the attorney, but it also demands that the attorney cease email communications with the client if the client appears to have not adhered to the attorney's advice.
It is understandable that the ABA would give such guidance, as it is attempting to protect the attorney-client privilege in an area where state law obligations have resulted in uncertainty as to the expectation of privacy in email communications on employer-provided devices. However, ABA Opinion 11-459 may place an employee's attorney in an antagonistic relationship with the attorney's client if the client has to jump through unrealistic hoops to communicate with the attorney without using an employer-provided device as demands on employees to be digitally available all day for communication with their employers have expanded significantly.
F. ABA Ethics Opinion 11-460: Employer Retrieval of Employee Emails to Their Attorney Is Not Inadvertent Disclosure
In an effort to specifically address an employer's review of an employee's email communications with an attorney, the ABA's Standin 22Committee on Ethics and Professional Responsibility issued Opinion 11-460.
Specifically, the opinion addresses the following hypothetical scenario:
After an employee files a lawsuit against her employer, the employer copies the contents of her workplace computer for possible use in defending the lawsuit, and provides copies to its outside counsel. Upon review, the employer's counsel sees that some of the employee's e-mails bear the legend "Attorney-Client Confidential Communication." Must the employer's counsel notify the employee's lawyer that the employer ,223
has accessed this correspondence?
219. Id 220. Id 221. Id. at 4 n.7 ("Of course, if the lawyer becomes aware that a client is receiving personal email on a workplace computer or other device owned or controlled by the employer, then a duty arises to caution the client not to do so, and if that caution is not heeded, to cease sending messages even to personal e-mail addresses.").
222. See ABA Opinion 11-460, supra note 3. 223. Id. at 1.
According to ABA Opinion 11-460. Model Rule 4.4(b)-which addresses an attorney's obligation to notify the sender of an inadvertent disclosure-does not apply to this scenario because "a document is not 'inadvertently sent' when it is retrieved by a third person from a public or private place where it is stored or left." 22 4 Although one might imply a duty of the employer's attorney to notify the employee or the employee's attorney of the receipt of email communications between the employee and the employee's attorney-even under the scenario discussed-and some courts have made such a finding,22
5 ABA Opinion 11-460 interprets Model Rule 4.4(b) as creating a limit on the circumstances when an attorney has a duty to notify the opposing attorney of the "inadvertent" communications.226 Because the scenario where an employer retrieves emails sent to an employee's attorney from an employer-provided device does not involve an inadvertent communication according to Opinion 11-460, the opinion 227 further concludes that Model Rule 4.4(b) cannot apply.
Instead, Opinion 11-460 makes clear that any duties regarding the handling of the employee's emails to the employee's attorney that are provided by the employer to its attorney must be determined by state law. 8 However, Opinion 11-460 goes even further by addressing the duties of the employer's attorney who operates in a jurisdiction where the legal duty to report the retrieval of the employee's email is unclear.
According to Opinion 11-460, the employer's attorney may have an ethical obligation to not report the retrieval of the employee's email pursuant to Model Rule 1.6(a), which states that "information relating to the representation of [the] client" must be kept confidential unless there is an exception to the confidentiality requirement or the client gives "informed consent" to make a disclosure.2 30 Model Rule 1.6(b) does allow the employer's attorney to reveal the retrieval of the employee's emails to the employee's attorney if the employer's attorney reasonably believes disclosure is "necessary . . . to comply with other law or a court order."231 But, according to ABA Opinion 11-460, if there is no clear law that applies, the employer's attorney will have to keep the retrieval of the employee's emails confidential unless the employer consents to disclosing the retrieval.232 The opinion does note that it may be advantageous to the employer to communicate the retrieval of the employee's emails to a court so that it may rule on the admissibility of the emails and whether they may be used by the employer and the employer's attorney. 2 While also recognizing that a court's discovery disclosure requirements may require an employer's attorney to notify the employee's attorney of the retrieval of the employee's emails, ABA Opinion 11-460 makes clear that the Model Rules do not require such a notification. 234
G. The Overall ABA Ethics Approach and Its August 2012 Changes
ABA Opinions 11-459 and 11-460 continue a conservative trend by the ABA in adopting ethics opinions regarding electronic data communications that place the host of ethical burdens on the employee's attorney to prevent the technical mining of this data. Further, the approach of these opinions seems to countenance employer attempts to use advanced technology and computer forensics experts to dumpster-dive and sift through data to find confidential communications never intended to be communicated to the employer. Initially, the ABA had been quite liberal about protecting electronic communications when it found, in 1999, that unencrypted attorney-client emails were protected, confidential communications even if they could be hacked and discovered by outsiders.235 But in 2006. the ABA started to become more conservative about protecting electronic communications when it decided that an attorney could ethically mine electronic documents to find confidential communications that might be disclosed inadvertently through embedded metadata and placed the ethical burden on the employee's attorney to prevent any disclosure. 6 Under ABA Opinion 11-460 and ABA Opinion 11-459, the employee's attorney now has an even greater ethical duty and technical obligation to protect the confidentiality of email communications. The attorney must even confront an employee client and discontinue communicating with that client if email communications from the client have come from an employer-provided device, regardless of the client's desires or ability to communicate with the attorney through any other means.
In contrast to the obligations of the employee's attorney under the ABA's recent ethical approach to protecting electronic communications, the employer's attorney has no ethical obligation to notify the employee's attorney of the retrieval of the employee's emails or seek a court determination of the admissibility before using the emails.
Rather, the employer's attorney is limited only by other legal restraints in the jurisdiction involved.239 Absent clarity regarding legal requirements on disclosure, the ABA's ethics opinions even go to the opposite extreme by implying that it may be an ethical violation for the employer's attorney to disclose the retrieval of the employee's emails.2 40 Accordingly, this Article calls for states and their attorney ethics committees to adopt a new paradigm that employee emails-if clearly intended to be kept confidential, such as when made to an attorney-should be presumed private and confidential communications even if retrieved by an employer from an employer-provided device.
At its August 2012 meeting, the ABA continued its conservative approach of placing more burdens on the attorney representing an employee regarding technology advances as opposed to the attorney representing an employer who dumpster-dives and mines for data intended to be kept confidential. Specifically, based upon recommendations from its Commission on Ethics 20/20, the ABA adopted changes to the Model Rules by creating a new Rule 1.6(c) to require that a lawyer "make reasonable efforts to prevent the inadvertent or unauthorized disclosure of, or unauthorized access to, information relating to the representation of a client."241 While it is reasonable to expect that an attorney have competency in technology, the changes do not address attorney efforts to mine for confidential data or dumpster-dive. The following language added to comment 18 for Model Rule 1.6(c) does recognize that an attorney may not be able to prevent some disclosures and that actions intended to prevent disclosures that would "adversely affect the lawyer's ability to represent clients" should be considered:
The unauthorized access to. or the inadvertent or unauthorized disclosure of, [confidential] information ... does not constitute a violation of paragraph (c) if the lawyer has made reasonable efforts to prevent the access or disclosure.
Factors to be considered in determining the reasonableness of the lawyer's efforts include, but are not limited to, the sensitivity of the information, the likelihood of disclosure if additional safeguards are not employed, the cost of employing additional safeguards, the difficulty of implementing the safeguards, and the extent to which the safeguards adversely affect the lawyer's ability to represent clients (e.g., by making a device or important piece of software excessively difficult to use).2T
Further, the ABA changed the language in Model Rule 4.4(b) to include "electronically stored information" 24 3 and "metadata" 244 as part of the information that could be inadvertently disclosed and would require the receiving attorney to notify the sending attorney if such information was clearly sent inadvertently. 245 While recognizing that ABA Opinion 06-442 fails to place any burdens on an attorney regarding an obligation to refrain from mining for metadata or dumpster-diving and to return any data discovered in this fashion despite findings by other jurisdictions to the contrary, the 20/20 Commission continued the ABA's refusal to address and deter the behavior of employers-by increasing the ethical obligations on their attorneys-when they electronically dumpster-dive and obtain private and confidential data through forensics experts.246 Only courts, legislatures, and attorney ethics committees can address employer electronic dumpster-diving for private and confidential employee emails and other electronic information given that the ABA has chosen to sidestep the matter in its rules and ethics opinions.
V. ASSUMING EXPECTATION OF PRIVACY AS
When an employer accesses EST that an employee has placed in a mobile digital device provided to the employee by his or her own employer, concerns abound about whether the employer has invaded the employee's privacy. 2 Most employers use some form of an electronic communications policy as an attempt to circumvent the invasion of privacy legal concern by getting employees to consent to any invasions that may occur and by purportedly removing their expectation of privacy by obtaining employee agreement that the electronic communications on the employer-provided devices are owned by the employer.2 48 But, the employer may get into legal trouble by gathering EST that the employee has left on an employer-provided device and using that information to access the employee's communications on private systems. For example, finding an employee's personal email address and password on a company computer and using that information to access the employee's private email suggests illegal and improper action.249
Instead of addressing employee expectations on a case-by-case basis-as the Ortega plurality suggests-for Fourth Amendment matters, courts, legislatures, and attorney ethics committees should adopt a general understanding about an employee's expectation of privacy in email communications. This understanding assumes that if employers provide employees with mobile, electronic devices and expect those employees to use those devices while outside the workplace, employees will expect to also make some private communications on those devices.
As Quon suggests, employers cannot just rely on clearly defined policies; they must also consistently apply those policies.
The fagade effectuated by adhesion policies-regarding device use-that attempt to suggest employees have no expectation of privacy in communications found on employer devices and have also consented to 2010) ). In Pure Power Boot Camp, the United States District Court for the Southern District of New York found that ain employers access of a former employee's private email by using a password left on employer's computer and use of that information to access the former employee's personal email, as well as his email at his new place of employment, was a violation of the SCA. Pure Poier Boot Camp, 587 F. Supp. 2d at 556. Likewise, in Stengart, the Supreme Court of New Jersey found that a privilege violation resulted when the employer's attorney reviewed cached web pages of the former employee's communications with her attorney on her personal email account, which were left on the employer's computer, and that the employee had a reasonable expectation of privacy in those communications. Stengart, 990 A.2d at 663.
250. This approach adheres to the conclusion that Justice Scalia reached in the first step of his analysis as described in his opinion in Ortega. O'Connor v. Ortega, 480 U.S. 709, 732 (1987) (Scalia, J., concurring in judgment).
251. See Philip M. Berkowitz, Legal Challenges Arise to 'Bring Your Own Device' Policies., N.Y. L.J., July 12, 2012, at 4 (describing how many employers "have adopted formal policies that permit employees to use their personal mobile devices to create, store, and transmit work-related data"); see also MATHIASON ET AL., supra note 136, at 6-7 (referring to a cost benefit approach that has led many employers to allow employees to use their personal devices at work).
252. employer searches for employee communications found on those devices as a legal paradigm should now be clearly rejected. In following the approach of Justice Scalia in Ortega, the legal paradigm applicable to this analysis should represent a categorical acceptance of the employee's expectation of privacy in email communications even if made and found on employer-provided devices.25 This understanding should apply in both constitutional and private sector analysis. Then the real analysis can focus on whether the intrusion into the private aspects and information that an employee may reasonably expect to be kept private is a reasonable intrusion under the circumstances. Although the question of what framework should be employed to address the reasonableness of any employer intrusion upon employee expectations of privacy in email communications found on employer-provided devices is beyond the scope of this Article, employer intrusions conducted to investigate sexual harassment claims or determine appropriate costs in using devices, when narrowly tailored, would appear to be reasonable intrusions. On the other hand, employer attempts to access private communications, stored on employer-provided equipment, to advance a position in a lawsuit would not appear to be reasonable intrusions.
Using Stengart as the template for defining the expectation of privacy, courts can apply a broad acceptance of employee expectations of privacy when analyzing communications from employees on employer-provided mobile devices.
As a result, the analysis of cases involving privacy expectations can focus on whether the employer's actions in intruding upon the employee's privacy expectations were reasonable.25
Any employee will certainly be concerned about the consequences of using a digital device provided by an employer. These employees will also be concerned about whether they can try to keep communications made on that device private and confidential.256 Merging privacy protections for public employees and private employees into a 253. See, e.g., id. at 474, 491 (citing Ortega, 480 U.S. at 729-30 (Scalia, J., concurring in judgment)) (referring to case-by-case approach in Ortega's plurality and rejection of Scalia's categorical approach as a methodology that courts have applied to allow employers to diminish employees privacy rights). A categorical acceptance of an expectation of privacy that cannot be diminished through a device-use policy would not preclude a finding that an expectation of privacy in a particular case was not reasonable on other grounds, such as when communications involve a tort. See This Article has focused on identifying employees' reasonable expectations of privacy when making personal and private communications even though they are stored on an employer-provided electronic device. The mobile nature of these devices encourages an increasing merger of work-related and private communications. Some employers have started to understand and accept the reality that use of these devices will lead to employees making personal communications that they expect will remain private.
However, the current legal paradigm allows an employer to remove any expectation of privacy or create an assumption that employees have consented to any intrusion by an employer in scenarios where the employer has established a clear policy notifying the employee that the employer may review the information. Unfortunately, that paradigm does not comport with the realities of the increasingly digital workplace. Instead of getting bogged down by the stilted and unrealistic assumption that employees have no expectation of privacy even in an email communication to their own attorneys, the analysis should focus on whether employers in a particular situation had a legitimate reason to access the email information and whether they utilized that access in a reasonable fashion. Attorney-client-privilege analysis has suggested a new paradigm where after the employer and its attorney recognize that an email communication is intended as a private and confidential communication, such as a communication to the employee's attorney, the employer should not be able to use the communication unless a court determines the communication was not privileged and confidential.
Most cases, from a constitutional analysis of the Fourth Amendment to an analysis of statutes and common law invasion of privacy torts, permit an employer to access its own digital equipment without liability when acting reasonably. Accordingly, reasonable employer intrusions are always protected, even if the circumstances suggest an employee clearly had a reasonable expectation of privacy in information stored on an employer's electronic device. The law should not encourage an employer to dumpster-dive for electronic communications obviously intended to be confidential and private communications inder the guise of asserting that employee privacy rights have been subsumed by the mandates of employer policies. Given the realities of the digital workplace, the new paradigm should also include an expansion of ethics law to place obligations on employers and their attorneys to disregard these communications and return them immediately to employees, absent a court finding to the contrary.
Using the development of attorney-client-privilege analysis as a tool to address the growing merger of private and work-related communications on employer-provided devices supports the approach of assuming that employees still have reasonable expectations of privacy regarding information left on these devices. Broadly applying this approach will remove the current paradigm and the assertion of the resulting sham that employees have actually consented when an employer imposes, as a condition of employment, the obligation to let an employer search digital devices and acknowledge that the employer owns all information on that device.
Instead, the analysis of privacy protections in the workplace should presume reasonable intent and expectations of the employee, as occurs with attorneyclient-privilege analysis. This analysis assumes, as a matter of law, that employees would not leave private communications on their employer-provided electronic devices without having some expectation of privacy in those communications. Then, the focus of the analysis would shift to whether the employer's actions in accessing and reviewing private, non-work-related information, left by an employee on an employer-provided device, was reasonable and necessary under the circumstances. The assumption would be that such an intrusion would not be reasonable simply because the employer required the employee to agree to a computer-use policy that grants the employer the authority to make the intrusion. Therefore, an employer would not be so easily encouraged to dumpster-dive for private and confidential employee communications embedded on employer-provided devices. The expansive demands of technological innovations and the increasing expectation that an employee be available to communicate through these employer-provided devices as a job duty supports the general expectation that employees will also use those devices to make personal and private communications.
Furthermore, incorporating attorney-client-privilege analysis only helps to support the expansive nature of employee communications made through these devices. Recent ABA ethics opinions represent a new privacy hurdle to overcome. These opinions place additional burdens on an employee's attorney to protect against employer mining of the data while making it more advantageous for the employer and the employer's counsel to dumpster-dive for this information. As a result, states, legislatures, and their attorney ethics committees must adopt a new paradigm that recognizes an expectation of privacy and confidentiality in emails to attorneys even when found on, or made with, employer-provided devices.
In concluding, it is helpful to return to the scenario discussed at the beginning of the Article where Bobbi has made email communications to an attorney who represents her in an arbitration involving sexual harassment charges against her supervisor.258 In Hohnes, the California appellate court suggested an employee's email communications to an attorney on the employer's computer were analogous to an employee meeting with her attorney in one of the employer's conference rooms.2 59 That part of the Hohnes analogy works well for Bobbi, who will likely use her employer's conference room to meet with her attorney as she is still employed there and her attorney is representing her in an arbitration proceeding in which her employer might even be paying her attorney's fees. 260 Unlike the hyperbole used in applying the conference room analogy in Holmes, which suggested that the employee had opened the door to the employer's conference room and yelled when communicating via email on the employer's computer, a more realistic application of the conference room analogy should be employed. When an employee must constantly be available to communicate via email, through employer-provided computers and other electronic devices, and the employee uses the employer's conference room (analogous to the employer-provided electronic device) for both work-related and private communications, the conference room could be viewed as having a glass window where the employer can certainly see into the room. In looking through that conference room window, the employer can clearly see that the employee is communicating with her attorney. Similarly, when analogizing the electronic device to the conference room, upon viewing titles and an overview of electronic file information, the employer can clearly see what information is not work-related and involves private, personal, and even attorney-client-privileged communications.
Also, if desired, the employer could attempt to listen to what the employee is communicating to her attorney inside the conference room, whether it is yelled or not. But when the employer sees through the window (the title of messages, to whom the messages are addressed, whether an attorney is involved in the communication, or if a privilege is identified) and realizes that the employee is meeting with her own attorney in that conference room, the employer will know 258. See supra Part I. 259. See Holmes v. Petrovich Dev. Co., 119 Cal. Rptr. 3d 878, 896 (Ct. App. 2011) (finding that Holmes was aware that the employer-provided computer was not private and was accessible to her employer, and by still using the computer to communicate with her attorney. her actions were "akin to consulting her attorney in one of defendants' conference rooms, in a loud voice, with the door open, yet unreasonably expecting that the conversation overheard [by the employer] would be privileged").
260.
It may appear unusual to suggest that an employer would enter into an agreement with an employee to arbitrate aiy disputes while also funding the employees legal counsel, but a number of companies do agree to these transactions. See ) (describing a specific legal service plan that was offered to employees to obtain legal counsel for arbitration proceedings and referring to other companies providing for such ain arrangement).
that those communications are private, confidential, and privileged. The law should not encourage the employer to spy or electronically dumpster dive to mine for email information that the employer would normally not be allowed to use because it is clearly intended to be private and confidential.261
Further, the employer will know that although it might be able to stand near the door of the conference room and listen to those communications, the employer's attorney has an ethical obligation to not listen to those communications when it knows they are privileged and protected. Bobbi is not opening the door to that conference room; nor is she yelling. She is merely using the employer's conference room to have her private communication with her attorney. The realities of the current digital workplace provide Bobbi with little opportunity to communicate with her lawyer or have sufficient private communications off the employer's premises-without using the employerprovided digital device.
By applying the conference room analogy in this way, the analysis of Bobbi's problem at the beginning of this Article will shift to a focus on whether it was reasonable for the employer to extract the communications sent to her attorney from the employer-provided laptop. The question of whether Bobbi had a reasonable expectation of privacy will not arise because that expectation is presumed within the analytical paradigm asserted in this Article.
By accomplishing this shift in the analysis, the dispute will center on the realities of the digital workplace and not on an employer-induced removal of an expectation of privacy through an Internet communication or employer-provided-device usage policy.
Consequently, employers will be limited in their insistence that employees use employer-provided devices to communicate at all times while also mandating successfully that none of the employees' communications can be protected as private.
Under this analysis, employers will no longer be encouraged to dumpster-dive for confidential and private employee email communications on an employer-provided device once a dispute arises. As soon as the employer can clearly see that the communications were intended to be private and confidential, such as emails to an attorney, and there is no reasonable justification to intrude upon the privacy of the employee or to assert that the employee waived any privacy expectations, the employer must refrain from using an employee's private email communications.
261.
See Wingo, supra note 13, at 215 ("Because dumpster diving is aIn unethical and destructive practice, [the] owners [of the information] should not be abandoned to protect themselves exclusively through security measures such as guards, electronic surveillance and paper shredders[, as this abandonment and focus on one's owvn private protection] is the moral equivalent of abandoning homeowners to private protection against burglary. Society should make the moral statement that dumpster diving is wrong and will not be tolerated .7... ).
